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n the security paradigm, privacy is the major challenge for the security of an open

society against cyber threats. In contemporary society, privacy is a lesser security

challenge than the threat of an increased attack surface and strengthened attack

vectors: Big Data, artificial intelligence, and the massive aggregation of public data.
In this research note, we introduce a high-level conflict between interests and societal
goals that supersede the privacy and security conflict.

This conflict is between maintaining an open, democratic society with access and
dissemination of digital, public information while concomitantly maintaining security.
Dissemination of information can create weaknesses primed for cyberattacks by allow-
ing adversaries access to data. Our intention with this research note is to visualize the
problem, assess how it can be addressed, and give a direction for future research.

THE DEMOCRATIC OPPORTUNITY WITH OPEN DATA

As a visualization of the democracy-secrecy dichotomy, we turn to Open Data. The vol-
untary dissemination of public sector information by the government to include Open
Data initiatives are intended to strengthen the democracy, lower costs, and increase a
societal understanding of the public sector through transparency and accountability.
By releasing massive datasets, the government can be studied in detail. Democratic
doctrine assumes that, by default, it is beneficial for the constituency to be well-
informed, to have access to primary knowledge of the public sector, and that resources
entrusted to the public sector are utilized properly. As a democracy, it is pivotal to seek
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the consent of the governed, and the governed has,
by democratic doctrine, to understand governance
and the utilization of public resources. The consent
of the people is a foundation for the legitimacy and
accepted authority of a democratic republic.

President Lincoln stated in a speech in 1854:

| have quoted so much at this time merely
to show that, according to our ancient faith,
the just powers of governments are derived
from the consent of the governed. Now the
relation of master and slave is pro tanto a
total violation of this principle. The master
not only governs the slave without his con-
sent, but he governs him by a set of rules
altogether different from those which he pre-
scribes for himself. Allow all the governed an
equal voice in the government, and that, and
that only, is self-government. ["

President Lincoln’s speech was not unique; it
followed a philosophical tradition from Aristotle,
Locke, Jefferson, and forward, who put forth that
citizenry of a republic could only succeed if it was
engaged and knowledgeable of how society worked.
The United States Declaration of Independence says,
“That to secure these rights; governments are insti-
tuted among men, deriving their just powers from
the consent of the governed.” Consent from an unin-
formed constituency is not actual consent and does
not contribute to a democratic process, so it has no
value as a vehicle for the legitimacy of the republic.
The core concept of the democratic republic is that
the people will elect representatives based on merit
and trust, for the betterment of the people, and that
the elected representatives carry out the people’s
public business as intended by the governed.

Ignorance and lack of knowledge undermine the
legitimacy of the democratic republic. Instead of
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people being governed by fellow members of the
republic, they are governed by a faction support-
ed by procedures and empty mechanics. Early on,
the Founding Fathers identified the crucial impact
of openness for a functional democratic republic,
visualized by Thomas Jefferson in his quote, “An
informed citizenry is at the heart of a dynamic
democracy.”

OPEN GOVERNMENT

If we want a professional government and a func-
tional democracy, we cannot surrender the leader-
ship of the republic to bureaucrats. The desire to cre-
ate an open government with higher accountability,
transparency, and efficiency has grown over time
and could be seen as a product of our professional-
ized federal government where the citizenry is the
principal, directly or through their elected officials,
and the professional public administration is the
agent.!?

US government initiatives to disseminate digital
information accelerated in the 1990s during Pres-
ident Clinton’s administration, ™ continued under
President Bush, and received strong support in
the early President Obama administration. ™ The
Federal Office of Management and Budget (OMB)
Open Government Directive has outlined a set of
principles for Open Data dissemination:

In general, open data will be consistent
with the following principles: Public. Con-
sistent with OMB’s Open Government Direc-
tive, agencies must adopt a presumption in
favor of openness to the extent permitted by
law and subject to privacy, confidentiality,
security, or other valid restrictions.

Accessible. Open Data are made avail-
able in convenient, modifiable, and open
formats that can be retrieved, downloaded,
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indexed, and searched. Formats should be
machine-readable (i.e., data are reasonably
structured to allow automated processing).
Open Data structures do not discriminate
against any person or group of persons and
should be made available to the widest range
of users for the widest range of purposes, of-
ten by providing the data in multiple formats
for consumption. To the extent permitted by
law, these formats should be non-proprietary,
publicly available, and no restrictions should
be placed upon their use.

Described. Open Data are described fully
so that consumers of the data have sufficient
information to understand their strengths,
weaknesses, analytical limitations, security
requirements, as well as how to process
them. This involves the use of robust, gran-
ular metadata (i.e., fields or elements that
describe data), thorough documentation
of data elements, data dictionaries, and,
if applicable, additional descriptions of the
purpose of the collection, the population of
interest, the characteristics of the sample,
and the method of data collection.

Reusable. Open Data are made available
under an open license that places no restric-
tions on their use.

Complete. Open Data is published in pri-
mary forms (i.e., as collected at the source),
with the finest possible level of granularity
that is practicable and permitted by law and
other requirements. Derived or aggregated
open data should also be published but must
reference the primary data.

Timely. Open Data are made available as
quickly as necessary to preserve the value
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of the data. The frequency of release should
account for key audiences and downstream
needs.

Managed Post-Release. A point of con-
tact must be designated to assist with data
use and to respond to complaints about ad-
herence to these open data requirements. (¢!

These initiatives have proliferated into state and
local government practices including public utilities
and other services that are public assets. Further
aims of government’s online activity are to serve
citizens and bring government closer to the people.
The Internet empowers people through transparen-
cy, e-voting, collecting opinions on public matters,
and increasing political self-efficacy among citizens.
Since knowledge of the future is unknown, research-
ers create scenarios for the future state of e-gov-
ernment; the key question is whether the Open
Data increase accountability and transparency. The
amount of information the government can publish
is immense; however, the publication itself does not
automatically translate to trust and confidence from
citizens. Open Data can also be a proxy for democra-
cy and bring the government closer to the citizenry.
According to its proponents, e-government increas-
es efficiency in service offerings and saves money
for the public sector. !

The four ways of disseminating public information
described by Suzanne Piotrowsk '-public meeting,
leaks, voluntarily dissemination and freedom of in-
formation request—are driven by other actors than
the bureaucracy itself. Piotrowski sees this infor-
mation sharing as part of the political processes.
The voluntary dissemination, which freely acces-
sible Open Data would be, historically has rarely
been seen at a global level until recent years. The
voluntary dissemination is a political decision. The
first countries and states in a federal framework to
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actively pursue dissemination enabling citizens’ access to Open Data were mainly the
US, Canada, UK, Australia, and New Zealand. One reason these countries are more active
in dissemination could be the conflict between bureaucratic interest and the interest of
the civic societies where Anglo-Saxon countries have a weaker bureaucratic culture in
comparison to political structures in centralized governments. !*!

MAINTAINING LEGITIMACY IN A DIGITAL WORLD

Legitimacy concerns not who can lead but who can govern.!'!l Dwight Waldo believed
that we need faith in government for it to have a strong legitimacys; it has to protect, deliver,
and promise that life will be better for its citizens. With his long career as a political scien-
tist, Waldo conducted comparisons over several decades. He noted, “a massive amount of
evidence indicates a decline in traditional sources and loci for legitimacy.” !4 Waldo raised
the question that if the central glue that holds society together is the expectation of more,
what does that lead to? Waldo meant that if we build our society around a government that
always delivers more services, benefits, and progress, what would happen if there were
less of everything in the future? People need a sense that they are represented, and that
government is working to improve their lives. In eras of internationalization and globaliza-
tion, Waldo predicted that government cannot isolate itself from world events.

The idea that internationalization and globalization undermine legitimacy by creating
a blurred political landscape is a theme that Robert A. Dahl voices in his book On Democ-
racy. Increasing complexity and distance from the population that exists in international
organizations, trade agreements, and bilateral agreements play a role in politics and de-
crease legitimacy; citizens lose the sense that government actions are in the interest of the
people. In the “Administrative State,” Waldo defined his vision of the “good life” as the best
possible condition for the population that can be achieved based on the time, technology,
and resources. A legitimate government demonstrates to its citizens that taxes are not
collected then squandered and that the return on the taxes makes them worth paying. The
government proposes to the population that it can do a better job for all citizens and the
charge for those services is taxation. The dissemination of public information becomes
instrumental in upholding legitimacy of the government and enables trust in government
during difficult times. If the government is no longer considered legitimate, our govern-
ment and society have failed.

THE ATTACK VECTOR

Open Data releases can appear inconsequential one by one. When taken collectively, the
significance of the Open Data can be exploited by adversaries, though the data itself may
provide insight into attack vectors. The U.S. Geological Survey (USGS) publishes data re-
garding water flow, water volume, and measurements from numerous measuring stations
throughout a watershed.!"® National Weather Service (NWS) delivers open data weather
information. " The U.S Army Corps of Engineers (USACE) provides detailed information
about dams, critical levels, and flow. [ The inferences of this data provide insight into
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attack vectors. In addition to this open information, the USACE’s detailed database in the
National Inventory of Dams (NID) has historically been hacked and compromised.®' An
adversary can utilize this information to harm the US in a large-scale cyberattack to de-
stabilize the integrity of dams through a watershed.!”'["®! This is a single but compelling
example, and we have several others that will be a foundation for our future research.

DAMNED IF YOU DO, DAMNED IF YOU DON’T

The US needs transparency to survive as a society and democracy, but how do we do that
without creating an unprecedented cyberattack vector into the core of our community? A
problem with Open Data is not a single data source by itself, but the aggregated knowl-
edge conceived by mashing data volumes and creating views and understandings beyond
the current state.

Then the question arises, how this can be mitigated so the ‘open’ constitutional democra-
¢y can maintain its democratic posture and still avoid the creation of a broad attack vector.
In the initial study, there are four potential researchable approaches, each of them with

their strengths and weaknesses.

APPROACHES TO SOLVING THE DEMOCRACY-SECRECY DICHOTOMY

CONCEPT

Security review before release of
Open Data sources.

SUCCESS-LIMITING FACTORS

Requires that you understand the
adversarial intent and ability as well
as the adversary—which is unlikely.

INCREASED INSECURITY

The security review cannot be one data
source at a time, but instead the effect
of utilizing several sources. A roadmap
for attacks is created in this process.

Strike an equilibrium by assigning
metrics for vulnerability and democratic
value and run it through a risk model.

First, it is a normative process. Second,
the Constitution is not a grayscale where
you can pick a place on the scale. You
are either constitutional or not.

This model generates less insecurity
because it is at a high-level.

Limit security concerns based on a
resilience assessment and the rapid
responses to patch vulnerabilities in

our market economy. The approach is
similar to the armoured warfare concept
of protection through mobility instead
of hardening.

The assumption is that the free market
economy is quick to patch vulnerabili-
ties and that any damage can be rapidly
contained and mitigated. This would
favor the dissemination as a consider-
able benefit to society than the actual
risk. The risk is that the assumption

is untested.

The increased insecurity is the risk that
the underlying assumption fails. If the
assumption fails, then the approach is
a passive stance enabling an adversary
added target vectors and options.

Open Data is centralized, and all releas-
es are from one major repository, which
enables an ongoing risk assessment and
ability to limit release if necessary.

Once data is released to the public
domain, it cannot be recalled.

The risk is a one-stop-shop for data that
the adversary can leverage.
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We are early in the learning curve and have not thoroughly researched or addressed the
security concerns of Open Data. Initially, the Democracy-Secrecy Dichotomy as it relates
to Open Data dissemination needs to be a primary inquiry. How do we strike a balance be-
tween living in an Open Society and protecting citizens from the harmful release of data?
What can we do to meet both goals? Is there a systematic approach that can be applied?
The second wave of inquiry is tailored to address case studies and increase the granularity
of the research. @
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